
Firewall Rules 
The following firewall rules are applied to the VMs: 

Richtung Port Dienst 

Inbound TCP 23 Telnet 

Inbound TCP 25 SMTP 

Inbound UDP 69 TFTP 

Inbound TCP 135 Microsoft RPC Endpoint Mapper 

Inbound TCP 136 - 

Inbound UDP 137 NetBIOS Name Service 

Inbound UDP 138 NetBIOS Datagram Service 

Inbound TCP 139 NetBIOS Session Service 

Inbound TCP 445 SMB / CIFS 

Inbound UDP 1900 SSDP / UPnP 

Inbound UDP 11211 Memcached 

Outbound TCP 25 SMTP 

 


